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Preliminaries

@ CIE L*a*b* Color Space
@ 1D Logistic map

@ 2D Arnold cat map
@ 3D Lu map
® DNA Computing

e FREER



7

Preliminaries

+b* (yellow)

Improved uniformity

-a* (green)

+a* (red)

Opponent colors theory !
yellow / blue signal
red / green signal
black / white signal
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RGB —— XYZ| —> |L*a*b*

.
R = gamma(ﬁ)

G = gamma(ﬁ)

A

= 116f (5-) — 16
B gamma(ﬁ) Xn
s {a* =500 — —
" 2D (x> 0.04045) [f (); ) I )]
gamma(x)=+ ' — L Z
. 129_692 (;E\:I_EI) L =200 lf (Y ) f(Zn)]
(X 'R = : 6
t3 if t > (=)3
7 B - (29)2t + —  otherwise
0.436052025 0.385081593 0.143087414
0.222491598 0.716886060 0.060621486

10.013929122 0.097097002 0.714185470
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Preliminaries

1D Logistic map

Tpt1 = fTpn(l — 2y)
3.069945672... < n <4,0< 2z, <1
n=~0,1,2...
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Preliminaries

2D Arnold cat map
X7 1 .
Y lapxg+1
X 1 !
_Y_ qgp*xq+1
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mod 256

mod 256
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Preliminaries

2D Arnold’s cat map

r=aly — )
Yy = —xz+cy
ry — bz
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Preliminaries

DNA Encoding

8 bit Pixel 00011011

00 A- T 11

01 G- -C 10
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Preliminaries

DNA Computing
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Color Image Encryption in L*a*b*

—> L* —» 2D Arnold Cat Map » 3D Lu Map
Color * DNA DNA DNA DNA
2 — a7 o e >
Conversion Encoding | 4 | Addition | 4 | Complement [ Dacoding

DNA |l DNA DNA DNA
Encoding | £ | Addition | # | Complement | "I pacodin

1D Logistic Map

3D Lu Map » 2D Arnold Cat Map —> L* —
DNA DNA DNA DNA % Color
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Encoding Sl Addition Decoding Conversion
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1D Logistic Map
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Color Image Encryption in L*a*b*

Confusion Diffusion
‘ 20 Amaldcarilan } Result 20 tulep Result
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Color Image Encryption in L*a*b*

The a*b* Channel

(X",Y’)
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The secret key

(

1D logistic: p®* = 3.9, 2&* = 0.62, u** = 3.99999, 25* = 0.26
\ 2D Arnold: Niteration = 20,p=1,q=1
3D Lu:a = 36,b = 3, ¢ = 20,20 = —6.045, yo = 2.668, 20 = 16.363

\
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The Encryption Results

Jumpers

Cipher Building
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The Encryption Results

Cipher Group Cipher Night view

Cipher Baby Cipher Girl
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The Encryption Results

Black Cipher Black White Cipher White
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Comparisons and Security Analysis

2D Arnold Cat Map

\ 4

| 3D logistic
Map

2, No.4, pp.4757-4773 (2014).

A

—> Color Conversion | > Cb

zubaiti, N. Selective Image Encryption with 3D Chaotic Map. European Academic Research. Vol.

Mahdi, A., Al

RGB

—> R —> 2D Arnold Cat Map > Lu Map ]
> G —|2D Arnold Cat Map > Lu Map —
——> B —| 2D Arnold Cat Map > Lu Map —

Wang YZ., Ren GY., Jiang JL., Zhang J., Sun LJ.
Applications (ICIEA), pp.2558-2560 (2007)

Tmage Encryption Method Based on Chaotic Map. 2nd IEEE Conference on Industrial Electronics and

—> L* — 2D Arnold Cat Map » 3D Lu Map ]
Color * DNA DNA DNA DNA
—)— d > » » >
" Conversion Encoding | 4 | Addition | 4 | Complement ™™ Dacoding
DNA DNA DNA DNA
> p* > >
Encoding | 1 | Addition | 1 | Complement Decoding

1D Logistic Map
I

DIFSERREAGH B . = S DR R e FREERR




24

Key Space

(

1D logistic: 3.569945672... < pu < 4,29 € |0, 1]
S 2D Arnold: Niteration > 15, p,q are positive integers
3D Lu:a = 36,0 = 3,¢c = 20,—40 < zyp < 50, —100 < yo < 80,0 < 2zp < 140

\

The precision of 64-bit double data is 101>
The key space is about (101°)3= 10120~ 239
The max key space of AES = (22°%)
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Sensitivity of Secret Key

xo from — 6.045 to  —6.04500000000001
r&* from 0.62 to 0.62000000000001
2%* from 0.26 to 0.26000000000001

Lena Cipher Lena Decrypted with wrong key

e FREER



26

The Histogram Analysis
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The Information Entropy

L
(m) E P(m;) (m;
=0

H(L*) = 7.9994, H(ax) = 7.9998, H(b*) = 7.9997
H(R) = 7.9997, H(G) = 7.9998, H(B) = 7.9996
H(Y) = 7.9940, H(Cb) = 7.9350, H(Cr) = 7.9196
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The Correlation Analysis
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Conclusion and Discussion

This is the first color image encryption algorithm
in CIE L*a*b* space.

In our future work, we will utilize the fast speed of
the YCbCr method and the good encryption
performance of proposed L*a*b* method.
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